
Imagine arriving at the office on a Monday morning and discovering that one of your production
Linux servers refuses to boot.

Instead of presenting a login prompt, the system stops with one of the following messages:

or

or
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GRUB Loading...
Error 15: File not found

Kernel panic - not syncing:
VFS: Unable to mount root fs on unknown-block(0,0)

dracut-initqueue timeout



or perhaps it simply remains at a blinking cursor without displaying any error message.

Although these symptoms appear unrelated, they all originate from different stages of the Linux
boot process.

This is one of the most common mistakes made by junior Linux administrators. They treat every
boot problem as an isolated issue and immediately search for a command that promises to fix it. As
a result, they often reinstall GRUB when the real problem is a missing initramfs, rebuild initramfs
when the actual issue lies in an inactive LVM volume, or run filesystem repair tools against disks
that are perfectly healthy.

Experienced infrastructure engineers take a different approach.

Rather than asking "How do I fix this error?", they ask "At which stage of the boot process
did the system fail?"

Once that question is answered, the number of possible root causes becomes dramatically smaller.

Understanding the Linux boot process is therefore not just an academic exercise. It is one of the
most valuable troubleshooting skills an engineer can develop. Whether the server is a physical
machine, a virtual machine running on VMware, a cloud instance, or a container host, every Linux
system follows the same fundamental startup sequence before it becomes operational.

Throughout this article, we will follow that sequence step by step—from the moment electrical
power reaches the motherboard until the operating system launches its first user-space process.
More importantly, we will explain not only what happens during each stage, but also why it
happens, how to verify it, and what kinds of failures are commonly associated with it.

This article serves as the foundation for the Linux series in Infrastructure Engineering Notes.
Future articles covering GRUB recovery, initramfs reconstruction, LVM activation, kernel panic
analysis, and disaster recovery will all build upon the concepts introduced here.

After reading this article, you should be able to:

Describe the complete Linux boot sequence from power-on to login.
Explain the role of firmware, the bootloader, the kernel, and the initramfs.
Understand how Linux discovers storage devices and mounts the root filesystem.
Recognize where common boot failures occur.
Identify which component is responsible for each stage of the startup process.
Troubleshoot boot failures using a structured, stage-based approach instead of trial and
error.

Learning Objectives



Although the Linux boot process involves hundreds of individual operations, it can be simplified into
eight major stages.

The Linux Boot Process at a
Glance

                 +----------------------+
                 |   Power Button       |
                 +----------+-----------+
                            |
                            v
                 +----------------------+
                 | Firmware (BIOS/UEFI) |
                 +----------+-----------+
                            |
                            v
                 +----------------------+
                 |   Hardware POST      |
                 +----------+-----------+
                            |
                            v
                 +----------------------+
                 |   Bootloader (GRUB)  |
                 +----------+-----------+
                            |
                            v
                 +----------------------+
                 |   Linux Kernel       |
                 +----------+-----------+
                            |
                            v
                 +----------------------+
                 | initrd / initramfs   |
                 +----------+-----------+
                            |



Each stage depends entirely on the successful completion of the previous one.

If the firmware cannot detect the boot disk, the bootloader will never execute.

If the bootloader cannot load the Linux kernel, the operating system never starts.

If the kernel cannot access the initramfs, it may not have the drivers required to locate the root
filesystem.

If the root filesystem cannot be mounted, userspace never begins.

If PID 1 cannot start, the system has no process responsible for launching services.

In other words, Linux does not "boot all at once." It progresses through a chain of dependent
stages, where every stage assumes that the previous stage completed successfully.

This dependency chain is one of the most important concepts to remember throughout this article.

                            v
                 +----------------------+
                 | Root Filesystem Mount|
                 +----------+-----------+
                            |
                            v
                 +----------------------+
                 | PID 1 (init/systemd) |
                 +----------+-----------+
                            |
                            v
                 +----------------------+
                 | System Services      |
                 +----------+-----------+
                            |
                            v
                 +----------------------+
                 | Login Prompt / GUI   |
                 +----------------------+



Many engineers become familiar with Linux through daily operational tasks such as managing
services, configuring networks, or deploying applications. As long as the server reaches a login
prompt, there is little need to think about what happened beforehand.

The situation changes immediately when the system fails to boot.

At that point, understanding the startup sequence becomes essential.

Consider the following examples:

Error Message Actual Problem Stage

No Boot Device Found Firmware

GRUB Rescue Prompt Bootloader

Kernel Panic Kernel

Unable to Mount Root Filesystem initramfs / Storage

Volume Group Not Found LVM Activation

/sbin/init  not found Userspace Initialization

Notice that each error belongs to a different stage of the boot process.

Without understanding the startup sequence, every failure looks similar: "the server won't boot."

With a proper understanding of the boot sequence, the troubleshooting process changes
completely.

Instead of guessing, you begin asking structured questions:

Did the firmware detect the storage device?
Was the bootloader executed?
Did GRUB successfully load the kernel?
Was the initramfs loaded?
Were storage drivers available?
Was the LVM volume group activated?
Did the kernel successfully mount the root filesystem?
Was PID 1 started?

Why Understanding the Boot
Process Matters



Each answer narrows the scope of the investigation.

This systematic approach is what separates experienced infrastructure engineers from
administrators who rely solely on memorized commands.

One common misconception is that Linux starts executing as soon as the power button is pressed.

In reality, Linux is not involved during the earliest stages of the startup process.

When the power button is pressed, the operating system does not yet exist in memory.

Instead, the following events occur:

At this moment:

No Linux kernel is running.
No GRUB menu has appeared.
No filesystem has been mounted.

The Boot Process Begins
Before Linux Exists

Power Button Pressed
        │
        ▼
Power Supply Stabilizes
        │
        ▼
CPU Reset
        │
        ▼
Firmware Starts (BIOS / UEFI)
        │
        ▼
Hardware Initialization



No storage driver has been loaded.

The only software executing is the firmware stored on the motherboard.

Its responsibility is to prepare the hardware so that an operating system can eventually be loaded.

This distinction is important because failures occurring before the bootloader appears are not
Linux problems. They are firmware or hardware problems.

For example:

Defective memory modules.
Failed CPU initialization.
Corrupted BIOS settings.
Missing boot devices.
Incorrect boot order.
Failed power-on self-test (POST).

Trying to repair GRUB or rebuild an initramfs will never solve these issues because Linux has not
yet started.

One of the most common troubleshooting mistakes is attempting to fix a problem in the wrong
stage of the boot process.

For example, rebuilding the initramfs will not help if the firmware cannot detect the boot disk.
Likewise, reinstalling GRUB will not resolve a missing LVM volume that prevents the root filesystem
from being mounted.

Always identify where the boot sequence stops before deciding how to fix it. Correctly identifying
the failed stage often eliminates the majority of possible root causes and leads to a much faster,
evidence-based investigation.
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