VM Boot Failure Due to Ceph
RBD Lock Error: "Invalid
Argument”

In Ceph RBD-based virtualization environments, the exclusive-lock feature ensures that only one
host can write to a disk image at any given time. However, under certain
circumstances—particularly after a hypervisor crash or unexpected shutdown—the RBD image may
remain locked, preventing another host from acquiring ownership.

A known Ceph bug can cause this lock acquisition process to fail, resulting in virtual machines
being unable to start even when no active host is using the image.

The Issue

When a VM is restarted on a different host after a failure, Ceph attempts to break the previous lock
by blocklisting the former lock owner. Due to a bug in the blocklist command handling, this
operation may fail with the following error:

librbd::managed_lock::BreakRequest: failed to blocklist lock owner: (22) Invalid argument
librbd::ManagedLock: failed to acquire exclusive lock: (22) Invalid argument

gemu-kvm: Could not open image: Read-only file system
As a result:

e The old lock remains in place.

e The RBD image becomes effectively read-only.
e The VM cannot boot.

e High Availability (HA) recovery mechanisms fail.
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rbd-mirror: unable to disable mirroring and remove non-primary mirror image
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Description

[1deep1ka@senta03 hackl$ ./tbox.sh cepheast rbd mirror image disable replicapool/test-demote-sb —-force --debug-rbd @ --debug-ms @

2022-03-17T20:13:45.379+0000 7fb767fff700 -1 librb _lock::B q t: 0x7fb754001bf@ handle_blocklist: failed to blocklist lock owner: (22) Invalid argument
2022-03-17720:13:45.379+0000 7fb767fff700 -1 librb managed_loc AcqulreRequest 0x7fb7540016d0 handle break_lock: failed to break lock : (22) Invalid argument
2022-03-17T20:13:45.379+0000 7fb767fff700 -1 librbd::ManagedLock: @x7fb758016658 handle_acquire_lock: failed to acquire exclusive lock: (22) Invalid argument
2022-03-17T20:13:45.379+0000 7fb767fff700 -1 librbd::mirror::snapshot::CreateNonPrimaryRequest: 0x7fb758015fc@ handle_create_snapshot: failed to create mirror snapshot: (30
2022-03-17T720:13:45.379+0000 7fb767fff700 -1 librbd::mirror::snapshot::PromoteRequest: @x7fb758016900 handle_create_orphan_snapshot: failed to create orphan snapshot: (30)
2022-03-17T720:13:45.379+0000 7fb767fff700 -1 librbd::mirror::DisableRequest: ©x5555d4ddd8b@ handle_promote_image: failed to promote image: (30) Read-only file system
2022-03-17T720:13:45.379+0000 7fb786857200 -1 librbd::api::Mirror: image_disable: cannot disable mirroring: (30) Read-only file system

command terminated with exit code 30

[ideepika@senta®3 hack]$ ./tbox.sh cepheast rbd rm —-image replicapool/test-demote-sb --debug-rbd @ --debug-ms @

2022-03-17T20:13:59.917+0000 7f13b7fff700 -1 librbd::mirror::DisableRequest: 0x56241e0878b@ handle_get_mirror_info: mirrored image is not primary, add force option to disab
2022-03-17T720:13:59.917+0000 7f13d6603200 -1 librbd::api::Trash: disable_mirroring: failed to disable mirroring: (22) Invalid argument

Removing image: @% complete...failed.

rbd: delete error: (22) Invalid argument

command terminated with exit code 22

the image had no watchers, to disable mirroring by force was not possible because of the image being listed in a read-only system and hence cannot be removed.

More details are available in the Ceph bug tracker:

https://tracker.ceph.com/issues/54613

Use Case: HA VM Recovery Failure

Environment

e Storage Backend: Ceph RBD
e Hypervisor: KVM/libvirt, OpenStack, Proxmox
e High Availability (HA): Enabled

Failure Scenario

1. Host A, which owns the RBD lock, crashes or is forcefully powered off.
2. HA attempts to restart the VM on Host B.

3. Ceph detects the existing lock and tries to blocklist the previous owner.
4. The blocklist operation fails.
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5. Host B cannot acquire the exclusive lock.
6. The VM fails to start.

Root Cause

The issue originates from the way the expire parameter is serialized when Ceph sends the blocklist
command to the monitor.

When rbd_blocklist_expire_seconds is configured with a value other than 0 (for example, 3600 ), the
parameter may be sent incorrectly as a string:

{
"expire": "3600.0"

}

Instead of the expected numeric value:

{
"expire": 3600.0
}

Since the monitor expects a numeric type, it rejects the command and returns:

(22) Invalid argument

Because the blocklist operation never completes, the previous lock cannot be broken and the
image remains inaccessible for write operations.

Workaround: Power Off - Map -
Unmap — Power On

A practical and relatively safe recovery method is to force Ceph to re-evaluate the lock ownership
by mapping and unmapping the image.

Recovery Steps

Power off the affected VM.



Map the RBD image:

rbd map <pool>/<image>

Unmap the image:

rbd unmap /dev/rbd/<pool>/<image>

Power on the VM again.

This procedure often allows Ceph to reacquire the lock cleanly, provided that no other host is
actively using the image.

Permanent Fix Options

Option 1: Keep rbd blocklist_expire_seconds
at the Default Value (Recommended)

The simplest and safest solution is to leave rbd_blocklist_expire_seconds unset or explicitly setitto 0.

When the value is 0, Ceph omits the expire field entirely from the blocklist command, avoiding the
serialization bug.

Configuration example:

[global]

rbd_blocklist_expire_seconds = 0

Alternatively, remove the parameter completely and rely on the default behavior.

Advantages

e No code changes required.

Safe for production environments.

Immediate mitigation.

Supported across standard Ceph deployments.

Option 2: Patch Ceph Source Code



For environments that require custom blocklist expiration values, the issue can be addressed by
modifying the Ceph source code to ensure the expire parameter is always serialized as a numeric
value.

Example pseudo-fix:

cmd["expire"] = static_cast<double>(expire_secs);

Instead of sending:

{
"expire": "3600.0"

}

The command should send:

{
"expire": 3600.0

}
Implementation steps:

Clone the Ceph source repository.

Locate the code responsible for constructing the blocklist command.
Modify the serialization logic.

Rebuild Ceph components.

Deploy the patched binaries.
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This approach is suitable for organizations running heavily customized Ceph deployments or those
interested in contributing a fix upstream.

Impact on High Availability

Although the issue appears minor—a simple type mismatch in a command parameter—the
operational impact can be significant:

e VM recovery fails during host outages.

e HA mechanisms become ineffective.

e Manual intervention is required.

e Application downtime increases.

e Automated failover reliability is reduced.



In production environments where VM availability is critical, this issue can directly affect service
continuity and disaster recovery objectives.

Conclusion

A seemingly small serialization bug in Ceph's blocklist handling can prevent virtual machines from
recovering after a host failure. Because the previous lock cannot be removed, the RBD image
remains inaccessible for write operations, causing VM startup failures and undermining High
Availability functionality.

Until a permanent upstream fix is available, keeping rbd_blocklist_expire_seconds at its default value (
0 ) is the most practical mitigation. For affected systems, the map/unmap recovery procedure
provides a safe workaround that avoids more invasive actions such as forcibly removing locks.

Understanding the root cause allows administrators to troubleshoot recovery failures more
effectively and maintain reliable VM failover behavior in Ceph-backed virtualization environments.
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